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Challenges on public security system in Al era—Preface for special column
“Artificial Intelligence and Public Security”

Abstract

The rapid development of artificial intelligence generated content (AIGC) technology has triggered new
public security risks, posing a serious threat to national security and social stability. This study exhibits
the recent advances of artificial intelligence (Al) content generation and detection techniques, points out
the challenges of detection techniques in real-world scenarios, and advocates that it is necessary to
develop AIGC detection technology for public security needs and build a whole-process detection
technology system from generative models to online platforms, which supports AIGC to be labeled at the
generation phase, identifiable during dissemination and source-traceable after the incident occurs.
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(D Is synthetic data the future of AI?. (2022-06-22)[2025-02-11]. https://www.gartner.com/en/newsroom/press-releases/2022-06-22-is-

synthetic-data-the-future-of-ai.
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(9 “Everyone looked real”’: Multinational firm’s Hong Kong office loses HK$200 million after scammers stage deepfake video meeting.

[2025-02-11]. https://www.scmp.com/news/hong-kong/law-and-crime/article/325085 1 /everyone-looked-real-multinational-firms-hong-

kong-office-loses-hk200-million-after-scammers-stage.
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Challenges on public security system in Al era

—Preface for special column “Artificial Intelligence and Public Security”
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2 School of Computer Science and Technology, University of Chinese Academy of Sciences, Beijing 100049, China)
Abstract The rapid development of artificial intelligence generated content (AIGC) technology has triggered new public security
risks, posing a serious threat to national security and social stability. This study exhibits the recent advances of artificial intelligence
(AI) content generation and detection techniques, points out the challenges of detection techniques in real-world scenarios, and
advocates that it is necessary to develop AIGC detection technology for public security needs and build a whole-process detection
technology system from generative models to online platforms, which supports AIGC to be labeled at the generation phase, identifiable
during dissemination and source-traceable after the incident occurs.
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