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Abstract

The rapid development of artificial intelligence technology has constantly given rise to new scenarios,
models, and markets, changing the way information and knowledge are generated. Nevertheless, the
security risks exposed by technology, such as algorithm bias, data leakage, false content generation, and
improper use, are also prone to trigger various new types of crimes. There are still loopholes in legal
regulation and technological prevention under the current situation, which poses severe challenges to
crime crackdown. In order to effectively meet the new challenges of China'’s artificial intelligence (Al)
crime, we should supplement and improve the existing legal norms, improve the technical prevention
ability, strengthen supervision and personnel training, expand the scope of international cooperation, and
steadily improve the Al crime prevention ability.

Keywords
artificial intelligence (Al) crime 3 response strategies : legal norms : monitoring and early warning
cooperation and communication

Authors
Jianxin GAO, Jinping SUN, Yukun CAl, Chongpeng WANG, Yanyan YANG, and Kaiyue WANG


https://bulletinofcas.researchcommons.org/journal/vol40/iss3/2

T AIBRSAHZS
Artificial Intelligence and Public Security

FIAM X H I, T, Ry, 5. AIFRILES KRB LA L. P BAF KRR, 2025, 40(3): 408-418, doi: 10.16418/j.issn. 1000~

3045.20241025004.

Gao J X, Sun J P, Cai Y K, et al. Research on artificial intelligence crime and China’s countermeasures. Bulletin of Chinese Academy of Sciences,
2025, 40(3): 408-418, doi: 10.16418/j.issn.1000-3045.20241025004. (in Chinese)

AL EGRICESHKEIN RHAR

SEHN RT e IR ek EIUR

tmEmARE dtE= 100006

WE AIBERERGZREE, REEANYZT. ARXFHTY, KE TR LRGN ERT X, 25
REZHOE R, #EEE, BBRASAER. REARAFZLREEY T L& LEHABILE, AAHH
T AR ARG EA B ERE, AICRITE A R RBIR . A RO R BA T AR IR 69 BT BRIR

FANEZERAEARE, RIBARG RS, WIREEBEAFER, FRERSEE, BFRIALS

AEIC BT IERE A o

KA AR, mabRek, RAENE, BaTRE, SR

DOI 10.16418/j.issn.1000-3045.20241025004
CSTR  32128.14.CASbulletin.20241025004

AR, BEE N TEBERRMIERE, U
ChatGPT 5 Sora {3 Y KA TE 75 i 58 28 7 ML 1%
i, IR TS e FE AR KRS AT . T
AR, A 20154, EBUHRA S A AT
RERCAR SR AR A 01, IF H R BB KA
o NTHEBNABLILEG, M4 IRERERK
W K ir BEMERE 5 ARG o o P E AN TR fE R A
KB BRI, I BRI R 52 4x | iR R SR BEZ 1)

>

& oF

*BAEHE

AR BB 20245712 A28 B ; FRERBH: 2025F1 A 78

408 ‘ZOZSE-%AO%-%SEFJ

SN
1 ATERICFEMR

BiE N TR AR K, 456 A 2 auEyh 11
Tk, ASCARI AN TR BRI B4R 3 A,
O AEAHALE L HARBTORETH, FHAAT
B T HBUE BN TR REHOR GRS . I EE3% TS
BYRELIE., @ 43 ATk 2 BT RAT



ATEREL RS REHET _

Ao NTAREUH RS, DPREEESHE Y.
P g5 e f Jy AR A0 TR TR A SRR
. B ATA ek 5 55609058 . ARTTBEH I A
TRReR, reslkit A BT IIRE, B RS0 T
hEcE SHAE . TR FECTE. BT, 5
3IFRARAALE B R B, IR R R SR
ARHEBR AL A AR R 1 22 4 KU, BB
FEAE RN RS FFATIEDISY . RIME, K
ES 2o

1.1 AILEREIBTERE KR

2 HEBA TR L R A ML . BT AN 2 R JE TR A
il ARIE AT 4028, AR SO AR [ N A B T3
AL IRFATG I 0T, KREE T LR 3R A TH
FEARSRIMES 1 RP2RAL, BD AR T e F AR
PATRIRERA T, FEW KDL T 42850,

(1) #3% &%, FIRANTREREHTVERB R
AT REAL R R g 2R > — PR A A T
BRI R, R P B AN, FHAT
Dh I P 78 2 L LRS- (85 By S A
FARDyE A B RS S RN A, SR
HOVEAT)E SR, SORF P 5 B TR
SALIRIE ), M EEEME I Hlan, 2023 4F
1A, s NG BE R AT S IEIEIR HLAE
2% VE B By HOCHR AR SR A S 5] T Vi B AR
T RE TR B LAS N St F 7 190 £V B 1) 58 151 1 s B
1437 N, 3586 it

(2) Mgk £, BeldEal A T iR A
FShI R IE & 1 By . 4SS R AL TR
B A O A A AR I B iR, A shA:
B R A SR M s . Ak, R RB RN T e
Fe AR H AR EHL 4K S0t A sk i i 138, JRIF

F=1
He
ol
He

At . U T R ARG B I 2 ooty IR
TECHEHMERE , R T BRI, 202345, A
RIS I BT R 458 TN T RE DR B 1 AR AR
PRoh, BRI R R GRSl S S AT R G
W, iU S . SEPFIEHLI Gartner &A1)
(2024 455 " ZBE R U HET TR ), AN T RIS 1Y
W28 ik O BRI . A BVERCT A R R T )
FOBLRE

(3) AAens BRAALE &£, N TR RREAITEI %
BB, B R EREAE I, W STEM 4%
o ShICICEE , I ELFE A AR A e A v e 4 A
FUAR R, S s B s AR AMGE, 1
T REA R R ISk 615 1 1977 Ry 5 W R A0 2 RAS
MG B FEMAN B, AU S5 AR5 b AR
L 8 BURAL A RA MG AL TRAT o i, 5k
H 30 22 A ] VR B PRt A 2 S AR R B A
G BT IR B AR RO R, W NS
B, fEE, WRABTAEL 22T A%,

(4) et m e &£, AR RBEARA L
WECFE . BRI, EESAH A" “Al#
T OE NI RO S, IFTEAL S % AL
Gy xR AN AL ST 7= T, 4 13 1 e 1A
B EARIR TN . B SN B AL SR
P, FTREVS ARG . WO AL R R S B Bl
2024 4F LK, AT 10 BT HEIE M4 E 5 LR
HAVEGI RO, A 4 b N I TR AR R
PEFE IR I A AR A TR R s DO HON R AT
N T 22 9 RN T2 e B AR il 18 75 1 291,
5 R RFELCTE,

1.2 ATERILHESH
(1) EH#HThiegk, BEANTHEBEARNA

D Ao KR E N KA IRALIR S 89 W %58 & & % % /£ & 4T . (2024-08-06) [2024-12-25]. https://www. 163. com/dy/article/

JSTLG1P00511ALHJ . html.

@ #HEE N EEHEFHARTEH NS5 %4, (2024-08-30)[2024-12-25]. https:/m.gmw.cn/2024-08/30/content_1303835019.htm.

409



_ L A\IERESALRS

W AN K, R Bk 22 AL R 43 T 6 A1 X —
FHETFBOA TR ARG 3. A5 4En 2024 N T8 e
LAME) MR, 20234F, T AN TR RRHE AT
BT D 3 VRS K 3 000%, 52T AN T8 RER AR 2B %
ARG 1 000%, FERT T LA AR, R
BRI TR RO BOR 2, Stk i B R ™
IRk

(2) #4teE mry ko AN TERILIR R 3
BAENHENNR S LS Bl s W2 250
B, BLYRERIeR. BYY . SCHl . BUA. FHEL 4
NI EFELZATTI, WE2024459 1, XEHE
R RIS oh A RO S SR R R T S 24>
AEFERV N TR RRALIR T, O £ %5 HIREMT
R AE AR OEZEFR A EZS, 10714 EZ2050
FIARERAT N AT BBV N T BB 20A 2141, 5
[£19.98%. @ &% £FMHER . BRFAFHARAT
JEPE, X5 A A AR e SRR B N R TRE
BRI Al R AR, 2 840 A4y SRR h
JRARAT Jy nTREW B N TR BB 596 1>, 15 1£.20.98%.

(3) Je3tFikAoiksho. N THBEVE BT —40H:
ARFar R, HERIRE AW PR 9. LR
SPFRRSARARIE . RS ETRIMERE, LR B
IR ReAL . BRft . XRPPREE RS, TR L
RAEFT i N T B AU AR T e B R PRAR, 75 AW EE 8T
HARTF-BAMIA T

(4) B AR H L% FENT R R ALRE
AR K, JUARARTR N2 A Hmsk, v A Sk se e
FALHRTE S, RMEARA& SR AT W ALES 5H
HR i, ChatGPT R L Bl 52 80 I 26 2o ol 512 it
G, WS BEAASVERIAAS ;RSN TR REn
SCLER R R RDGE AR R E LY CALIRER T DA
S VE D
1.3 ATEHEIRREESR

TSGR, NTHEELREELAGUT 44

410 ‘20255 -%H40% - E3H

PR

(1) th#EA g, SEGLREML, FHATE
RERCAR A N 25 5t AR SR IS sh B e v tiniR, 23 A
MELLPUI AL IRAT g o TRBE PhE VESR AT, SRR
FRMAN LR THe . ey, B M NBEAT
A, TR VEDR , ECSCRE ROk M, PR IR LB )
th, il AMELIZESE, Biltn, 20244E2 F, HEE
RE—EWREZN “AVRK" MTERS, VEREFH
TR Dh s AR 1 32 A ) 2 o A R AU - 07 32
FERAS ML, A SVUE 1 Z FIR G
FLN, ZIR G B 5 H S A AR 0 4 e 5 LA
NEL, MRS /RRTE IR 2420 T, R 1 B A
I

(2) % aetefz & . N TR BRI e L
ok Bk, O TR BRI 190 4 e AL AR T HEA T
LRI, A it 552 FF GV, A
B P B BB, B Sk A: BUR IR S BT
ERESE . LR F R 2OR S M T e, A
TR RI AT REHbPAT A NAT 55, RORBEARIU SR 52t
MIMERE , /AR IR A

(3) AT HitA2e) R T A% E K. FEANTH
RESLVEBIRR Ry “JBAR”, SRR A HAN T AR ;
RS R TR PR, H BT L A
LA Bk S R | AR, X
PS5 2B AL RA T, A BT as A T AL B in R
M, BERARE R, L, AT RERILHA 2R
PR MR CRAET SRR S B SR o HE L
PRI RGBT E A LA SRR B s . 1]
n, —A AN TR REIK S Y A Rl VRS AT Rl REIE o 42 2%
WS T VRS, (LG8 M T2 T BORMERL A H T
YRR, HERICEE T 2478 N TR REA L
AR BES A . e BB . AR A NS, ARME
BNk

(4) A48 k5. FEEGEMFRED, L



ATEREL RS REHET _

FEFRERBREEEEL LA, AFEARANSEA
G, P AT RRILIREUE, BT AR T4 Rt
AREE XN TR BERGHTHILARIT R, ASEHR
Gk BB RENLA NS T RE A B R G UOR T3
Al ARIRA T AT e & 2R . BARAE =) Rt H sh 2
WML N RGESAT TR LM SN, (HiE T
HAH R 2 5, BRI T e 22 2k
— L AT BOE AR, BOROR T REAL R
SE RN T HARE GO IR Z AL
1.4 ESPATERRIETEEIERZINIRIE

T NTR IR RS, A% I ZERUR A
AT RERAR MR, ISR R A TR AL
R, AN SEEREI N . B RIS L
REARWITE . ISR T %7 o IR LT AR

(1) Eshn £ 5oL, ESMEEEWA T 6
SR TAE, BERE RN TR REZ A,
FUARN T BRAC TR IA T A 1k A B Al F1 L S 45 S T e
O £E G ATH R FEEA TR, E TR, &
A Tt & A & A EEENTERIRESIETT
050 ) T8y SR R R B WA T 2, TR AR M
J1, Bk b ENE TAT A A A AR R S
[, SeEAAEE L IR M TR, R R 7E Rk
MR BEAATT AT . 2018 4F 4>, &I AHLE
e T R RS k%) (CREE”
TR (W k) @, wE—R5
SEVEXS TR REALAR, AR RO ik R i A0
g8, #ATTRIE. @ BB ATH A EESGEEA
ME, B0 R AT P AL R R 09 AL

Ao o BN F T3 5 4 T SR AR A BRSO A
ST AR MR PR L I T e S v S B T
BREDVIEE . 202144, WA O Tl AL
BRESE — AN I T HE B RRR VA R R ), X R A
BRE AT N TR RREE R ELRY, 2024453 1, BK
PR R A 2R A A TR ML Sk (AT
BREER), HIERFETHE TR MBS, MATH
REFYEE T — 227 6 e B KU L RIA 22, R R B4
PEN T REIATE . I 5 BN T BE 70 4 o LAY O i
P, O AEARIRAEALFRIEE I AT @
AAHME, BBt &8 B FE. I Aok
SBFEREFER, BRTEAEFEH kT w. Bl
Wi, 20194, B i e CN T3 Re iR A
TRESL) P5 20234F 127, ISR EA (MR
TR ReEARMEEATN . FTHE . A5 AR
BIaG T & . SRR A N TR AR AR B
TSI

(2) EFRATE A1, RS EBRMES A T8
FRGIEE. O BUrfit 2Rl EEBUMKET
Itk N T BRBUR AR i AT B LAY e, 1k
Wkt 23 e O R A E SR s TR E kAo A
TAREMAT IR S5 R LB TR BE AL TRIREE, BUR AT
AL )12 AU R N TS g L B 4 B 25 (R
2. @ Ao E . N TR BER AR A B A 15
P [ BRif BEAE QLU N H B, 2024 4E9 H, K
b [ R B AR A8 T N 2 ol e i (N TR g
IR, REMERERAL) ©, BANRAKREA
AABRBRAR WA THRREIRAY, BEMRAL

@ AL R, Jo AT A “ 1" A2 . (2024-12-18)[2024-12-25]. https://www.eeo.com.cn/2020/0831/406312.shtml.
@ & EAZ B I T S5 R R AT A SR R KA LA A 04 JAL A 4R 225, (2024-07-04)[2024-12-25]. https://baijiahao.baidu.com/s?id

=1803650916369583838& wir=spider&for=pc.

B #e k& A AIGC 89 L A8 : R FAE TAZ Fefa Ao 47 . (2023-12-11)[2024-12-25]. https://www.secrss.com/articles/61606.
© £ERFEZLRENLA FAY RN ALE BTN . (2024-09-13)[2024-12-25]. https://baijiahao. baidu.com/s?id=

1810086997343057511&wir=spider&for=pc.

411



_ L A\IERESALRS

BReR G A RN G 30 8 256 AR RFERNE
i, FEERTEARELMAH . @ BF & 45645,
N T RE AL 0 e A2 2% o R i I O 45 T 3R ]
X, 20234 6 A, E BrRof| S g 2 2 S S TR X
LR A ENEAF ST (UNICRT) JE[MEA T “ANTH
AeE s T HRAR M. EixdemET T, TESq
FPETRITEVE, RIITE T 6T REH AR 2t
HLIR RS VEBR AR 14T, i [ Ze AL DG A0 1 e e A I\ 4
PR, 75 W E bR 5 G AR T R B E L
BREALIR A R

(3) ATA AR 7. HFE EEN RN E ]
UL . IR ASE T3, ZHEIFAS O A g T
REFARWIIT . A2 N TR B Y & e 2 5 s A5 di it
#E . MR N A A A A, 30 XL 5 i o
BE P I B AR BT FITA LR K R X2, Bl T8 g
BB P R R, 25 23 2y T s X ji i U A7
DA ot s ol g 1, B ROk 7l R e i AL,
ARV N TR R i e 2 X fn, e ER
Pl g o i r MR N TR R4 (NAAD, AL
A4 [ -+ 22 AR BUN BT RIS A /SR E Sk
36 U SRR OR ST CERBN, A0
37 B0 1 50N T R R 5 7 M g el f B 2 5
2024 4E2 J1, 5 E RS BIHTE B AR 112
PSR N TR Y , EUR IO 9 N T e

Gertut, WU T —IRBIBFAIBER, A T fERE0
R I B (A Al e 58 Ik

2 ZREIATERICIAEIIR NPk

21 REATIERICIHEAEETH

(1) iz kA4 . HET, RECEEM T —&
FIEAAIBOR, E T — SRR A TR IRIAE
EIREAR. 2017486 1, (AR RGN 0 45 22 4>
W) OTFHRSIE, HUE SR AL RS R, AT
BREBARA TP THaHE E K 22 aURA0 A RAUH) %
FF, 20214E 11 A, (R AR NRIEREA MG B
w) U EERLE TG B A A L B
Bl e/ MEAEEA RN, SO . P R s
N TR RRH AR Aol 2 Hh ™ % G LR . 2022 4,
(TR RIS T8 RE R0 B RO R L) V% A
SN T TUIIBE R RS RN 2D PR AR L VRS
| G R TR 2 (i B2 . 20234 1, (LRI
B A5 TRE  BE AR AS B ) St XA A
R A WA, ORI A RN AR, B ik
HA U T R EF EOFR S AR 2023488 7, (4
IR T AR 5 B P AT PIT RS, X2
DB AN AR N TR RB A L T T, R it
A N TR RE AR S5 A R AR B R e A Rl 52, X
FRAL AN T B AR S5 1 A olk AN AT R BEAT AR

@ £BRARELEH HALRE R, EH R LA E KA AR HT. (2023-05-05)[2024-12-18]. https://baijiahao.baidu.com/

$71d=1765014475892691735&wir=spider&for=pc.

3 B UKRI # % 9 MNA & A1 52 P o . (2024-06-14)[2024-12-18]. http://www. casisd.cn/zkeg/ydkb/kjqykb/2024/kjqykb2405/

202406/t20240614_7189061.html.

O Wi AR A0 E R 44540k . (2016-11-07)[2024-12-18]. https://www.gov.cn/xinwen/2016-11/07/content_5129723.htm
0 & 4 AR A B AT G4 £ . (2021-08-20)[2024-12-18]. https://www.gov.cn/xinwen/2021-08/20/content_5632486.htm.
@ «FFH AR & T AT % A TA A8 8] % 5 A 85 & >4 (7 3 IR (2022-12-09)[2024-12-18]. https://www.court.gov.

cn/zixun/xiangqing/382461.html.

@ BREEREEIAT b AR E T Fofs AL P 42 AR A0 E A g0 38 4. (2022-11-25)[ 2024-12-18]. https:/www.

gov.cn/zhengce/zhengeeku/2022-12/12/content 5731431 .htm.

@ £ R AATLE IR S5 B4 47 7% . (2023-07-10)[2024-12-18]. https://www.gov.cn/gongbao/2023/issue_10666/202308/content

6900864.html.

412 120255 - 5 40% - H3HA



ATEREL RS REHET _

W, B TRCEOKED . AT . AR A F ST
B, [RIEAE IR T Re s T R RS B SR . VE
SEBILTRE

(2) xR AKX, O Hgptrrsez, BN
LB N TR R A AR, EEE, 5
A B5T (NTHERSIAYE E) Yk,
PN TR BER B ST, MR ATHERS
224 TTEE . OTHE, R R A 0 W I R i
P SEMELEREEARE R SRAT (ATH
AR AVATIMELR) 1ORR", $RELICRIVE | HESPER R
TeE, RN TR B MR R AN . ) A
TR E PR A4F. 20234F, I FEHRE (2T
BREIB B, s E TRl iy g s
By LR N T A TR0, 5 78 IR I ok &
b, P ER TR TR R Re ) i E PR SRR
W, ZRBGR 140 2B R BE , R TR ek
3 N, S E PR AR, SRR R kA
TARRE R ERE T . FEEAER MR AN TR R 2,
e EEREIER . SRR ANE, HFBT AT
BRER KB SIATE, ML AEAL I ekt
SoERE GEZW) 7 ", DRSS EBUR . UL
I B SR A e A B M, AT N T Re IR B
IR, FeRE ICn R R X N TR BT e XU 4545
R

(3) An KA NTHRER AR B 24000
HARMNIE, WREFRIEL, HRRERMEG T 50T
FERARGE TR, (AT 2 G B TR JIE &
FAER, JUHAR AL 200, N T8 ReH R AE

S5 TN TR RRILIR . B s fi e shifid], #5%
e HE R HE 2% = AR AT 3 3 A
AE) 7 LR N T BB ARG Al A L R I R )
KR EZ . A TR G A A B A
B BHIFITE LR R AR SRR LR A 55 2 A0y =X
IR N T REAR BRI o A ZEHLIEST 2 GRS s
TN TR, WS AN T 8 feF AR AR SR Y St
BOHAR , R rh E R B RN TR AR
WRM LA EGEIAF T H, DR T BRsER
FHAGHCTE . B, 116, hERedr, seaRi
TR AR B i N T R A0 R 0T A 1 280 3 FIORS VA
B, AR A LIRS

(4) Aesgfedpdr . T4k, ALPLGHET
W “EETE SR LT, TG T —
RN T e AR AR . S VES .
VEARE A (O AF S IR SO 28, X N T BEAH DAL
TR T A RBGRED . JHELET S “AlR” &5
AR AR, AT M DG 4 [ A R = A
LR VPR EN R et 1 i EAWN 54 2| RSP N walll B
AR AMVE, WP FEBE 5 RO A5 5 . 28T
G W& L SRR T AT R U S
WEMRGE, B R B0 R 56 TIE 28 GE 4776 1Y XU Bt
B IFREIRGE, THHE AR R R 5
%, RBARESF I RZHN, 2023458 H, A%HB
W R AT, RIE RN BT, ik
“ALIRMG” RAFT98, IARILIREEEAN 515N, AR
sl T AN TR LIRSk

(2023—2025

W 47 L BFACA LA e & Ak de % F T KA . (2021-08-04)[2024-12-18]. https://baijiahac.baidu.com/s?id=1707150456180133392&

wir=spider&for=pc.

O CA LA #8248 142 229 1.0 B A A . (2024-09-09)[2024-12-18]. https://www.cac.gov.cn/2024-09/09/c_1727567886199789.htm.

10 4 sk 34 A4 3% . [2024-12-18]. https://www.lianyungangforum.org.

D N2k AT &6 2 AT R LV IRIC AR F 2023 41 211 A% 39.1 A2 8 A vk X F 4% 4 T K. (2024-01-05)[2024-
12-18]. https://www.mps.gov.cn/n2255079/n4876594/n5104076/n5104077/c9367701/content.html.

413



_ L A\IERESALRS

2.2 REAIEICHEAIEARIRPEA

FRETEN TR RACIRIRE I, TE T 2 F 1k
Z R Rl A Y R R T, MRS . (R
ANTRRER B AR, HARMEATA R R E
AR R RRS , B AR I Pk

(1) ALFRZLEZEZAKRZAAFTE. KE
FENTRBEIE BT TSR, B 229, i
WAl AL ST A DA TN T 1 A BAE
B, ARARAEAEST IR B . ST TR IS . R R T
AHAFER, 2021 455, REBENG T ZHAHCE
SRIERL, A O A REAH OCH AR B AT T R4t
B, ATHEIAE 5 IRE5 MRS I, BErEXR
B, AT LG — 19 A BN T BRI AR AR
M, FRIE AT R A A SR Ak A BUEEAN ] 12
GEHE R, B R WA, MELUB A
A, W, AR BAREERE, F30E
SEBR A LA SRA T AN A o i, PN T e
BORTIVEEREM 55, i AT Rk b R4
A, HE IR AR BORE P VEIRE . B B 5 B M40 R
P AR Sl Ry I

(2) ALFREEHEH KT E. ANTERBEA
FAAEB R MAT RS T35, R %4832 A% (1Y
BAVIAL, T B IR R IX Lo 2 2R A LA S
BEE N TR R AR R PR i, JEHR A N T
REMM S H 255, A e =i ok T
R DAA A & s & R ], A KA A
BT B g 1 AR AR RN 2 Y A LR A
BE, BEART RS B BUBA, IR T AdkZ 440
BOXRRIEMERE . HRT, KRR PP S N T e
ARIR XUBS Ak S5 450385 1 AP B W AR i, DS
HARME— R, N TR REH A Ly B A

(R RE J7 K — 2D B 5 WA A7 A P S i e e
SMELUE FTH) 22 A 2R, TSR EAR R

(3) EAIFRICREEAREIF @KL S
ko TENTERLIRAF D, FPRA VR APk
s FEFEFHGZEOARE . SO EE S | H
AR 2 A ) LA K PR A AR 457 THT . it
S, & E TN TR REE ARG — R,
KRG — T N TR BRI B FBR 452, AT
ATH e AP L . fin, FEFESH HE—
FE KRS GEA E T E R RS R R
ARSI, A8 dr— M . ML) 2 akin i
BL S Fr e sh g, RN B IR A IS . AR %
JRFN L A ) S P Se R e i 2 7 T s WA )
AN A A, T 58 O i) 1 11 £ 3R, BR
SRS [/ N T R M A T AN ) S B e 3 T
RV A VER R 32k AU, 56
] SR IO 255 A G D), 798 B 35 0 9 8 RO P %
ORTE . BORB AR RMRIRAAAERA 22 57

3 FEMNX ATEREICTFEIRARRIXTEREIN

BEE N TR BeR AR m s R g, 2 4 W NI
AL, XA T RRILAR R PR, Al TR &
T FORVAHL, IR . AARR. EEAESS
VER G LA RS, WaL N TR RILIER
AR
3.1 BUATERLZLMBEILIT, TEEXERE

HE

@ PO FIRIRR R, TEA RBUTHLR
AT N T RE R A4 S NI G4, J AR 4R
Pl S, @ il 1 TR, % S8 R 1
T Xt S, FE R R R BB I SRR, FEH

B BmXENAIFRENEY BRAUECHED A EL LK%, (2024-04-12)[2024-12-18]. https://www. 163.com/dy/article/

IVIT2QM80521RRCK html.

414 ‘2025& -%H40% - E3H



ATEREL RS REHET _

AR ST HUAN JH B SEA7 S0 1 e, DABA R
N TR BEBA DR At 25, HEshik ik
B ML T REHL AR 1) & e F R 3 5t AR 4k, RIS
AHEARTHALE, XA A AR TR, LU
BTN . @ X F AT M L . ik,
FHF# A0, FENT AR (9 SR 5L, S84t
IS TRR ; X T IATIE A A 2 50
HRP N TR RRICAE , RIBCEHAOC AR, Ja%
A OG0 1 1 K L A B B ST T TR 44 1 1 N X R
R, @ Al AN TR 2, e N TR REH G
BCEBOR SEARMIE, REHEMTEES AN TR R
JEVA PRAR A AT AR, el SR 1T AT
BREAE L. A LA BRI B AR R B e s i v
b, S A RN IR, Pk R I
IR R R ER
3.2 MR ATERRTERACH, BARARNY

GV

R R4 N TR BB AR M E 0 KRB AE H , ARFEL
LRGP EBORARAS AR B VE R “BHEOE AR T
itk (2023—20254) 7, NSRBI 5 WA .
U S SO i S AN IV NP B 1) 17185 2 N S
@O FIHA TR GRHARSRTHIC IR B A R0, T
ANTHEGICIR RIS RG, TP 24k W 15
T, QRIPNTHEBERFE SN A S Z4, Wi
W, AR d. LA B AR RRER N LAE e
WL SRR 22 A B, RN T e
RGHAT R ML R, B & R ) 2
E, AR T RER ST R L AEOR,
33 MEBATERARLZLER, BUSRGE

MY

@O S LZ2EFERL R, BISIEMAT
BREST P IIAEHLE, ARAEAE N R RR IR 55 1Y
RS R ARRHEA T 40 28 0 R A8 5 TR AR AR i N T R
IR 55 3 AN [ S HEA T AT L A T T 4 . o o e

BRIV Ml 0 T W 2 o A IBCR AR AT, 3[R e
ANTERERN R A — L. @ iy —E2m
BETOR | AR BRI 22 %2 2 i N TR BEXURS A 4
F, AT B DU 5 42 A0 L i 7 ML ] o X 7 XL
SN TARREROR, rTRUR S AT REL) PRy
V@A B, VRN R EE
KRR ANENE, BIfER E W EN A N TR RER S
BEATA SAFRIL AT, #EAT /NN, (Rl AL
FRFE T T ISR . O s A\ TR RE% A G
H AR AR, M ERREE | RS
P N TR RE % A AT 0 g, T il A O A 55
N ERVATHESIE -2 EYS X IVA IS NI E i U
U, AN TR RER i e e e MR
3.4 MERATEREEAAES, RAILHETE
BE
I N TR IRt B . L4
EET MARNESMERTAA, NS
NG MR E LTI TR L ML
b, FREEEREEN T RE M i E, I seps
eSS SRyl I T S A R o s R LR U
Y, WIMRTIIR S, AT, #aIf
BRATERLIIT LRI, 0T RA TG
FRARL BT, 2 A0 BERIREAE XS o
3.5 MEATERLZEERHE, RAQKIAM

BE

O MRANTERLEHFSEEIE, HEER
VBB, HATRRRRE FE - 555, &5
NARERTER, A ARBEAZOR A TR BILIRE
X BRI NEE L DI REGE, ST e
@ BRI A M S SHRG N, g B
TS RO A E AN T AR AR BUORSC
F. EFEARMEGENE, Kl R A EHT T AT
AEALAR . IS A TR e WA W TARR, $2TH2
AR TR e A AR SR AE LI IA A

>+

415



_ L A\IERESALRS

36 MEATSELEEFAE, RABELE
B
ERFEITRT . A TR LT RS RE, &

I AL RERY . RSy ) BRI 1, KR

RIIB SR, AR X SEIRTA

WA BT VA R RS T R4

FTES LT SRR ARER, SRR

WAL, SERITF T BRI, A

AT CREIRE, SRR, A

ORI, RN, XIS TE AL T AT

Tt

S 3Lk

I B4, §5#, §mm. ERIXALFRMIAMLIEY
VIR B BN AT, A RA IR, 2024, (6): 66-70.
Qi Y F, Weng Y Y, Cao R X. The difficulties and
countermeasures of using generative artificial intelligence to
intervene in cybercrime governance. People’s Procuratorial
Semimonthly, 2024, (6): 66-70. (in Chinese)

2 HE AR B, RILR— A E I T 5L
W E 258 ], 2024, (11): 103-104.
Zheng X. New tricks of Al fraud keep emerging, how to
prevent “seeing is not necessarily believing”. China
Economic Weekly, 2024, (11): 103-104. (in Chinese)

3 AE. PAATFRBEAL A KL AL, &b B IR, 2024-
07-04(06).
Du Y. Defend the bottom line of the rule of law in the
application of Al technology. Legal Daily, 2024-07-04(06).
(in Chinese)

4 qEF AL ET DR . F E K&k, 2024-04-
22(008).
Liu J N. Where are the boundaries of using Al for people’s
virtual rebirth?. China Women’s News, 2024-04-22(008). (in
Chinese)

5 FRL SHERHKERFTRR>EH EIME—AT
A G Al WAL SN R E L RE FFHH
PR 2EERE2 BFRITREKEELALE

416 ‘20255 -%H40% - E3H

(B). dew: & & AREL, 2018,
Lu G. Construction of court case division system under the
background of judicial system reform: A study of traditional
and random case divisions// Research on Court Reform and
Civil and Commercial Trial Issues: Selected Papers from the
29th National Academic Symposium on Courts (Part 1).
Beijing: The Supreme People’s Court of the People’s
Republic of China, 2018. (in Chinese)

6 FhHAe . AT F AR B9 ARIE AR A L AT AT R, 1990,
(5): 24.
Chen S H. Basis and function for determining the nature of
cases. Crime Research, 1990, (5): 24. (in Chinese)

T EHE, RIIG AR ALFRLCELESEENERS
HR . IR, 2024, (1): 53-61.
Wang C Y, Liang L Z. Practice and exploration of Al crime
ecological governance in Singapore. Modern World Police,
2024, 1: 53-61. (in Chinese)

8 MM . KBERHKR, ALFRLFEMEE? BT,
2023, (7): 32-34.
Yang Y C. How to govern artificial intelligence crimes in the
era of big models?. Popular Tribune, 2023, (7): 32-34. (in
Chinese)

9 FUT. WRAEAM M LSAEFES AR L EE—
ChatGPT # 4 . & 41t 2023, (7): 91-94.
Luo X. The ecological risks and governance of network
communication of chatbots: A case study of ChatGPT. Youth
Journalist, 2023, (7): 91-94. (in Chinese)

10 8, A4 . AT A B PR 8 2 R T HORHFIE 5 S0 B 1%

#9547 . B R 27378, 2024, (3): 52-69.

Xue L, Zhao J. International governance of Al: Analysis

based on technical characteristics and issue attributes.

International Economic Review, 2024, (3): 52-69. (in

Chinese)

FrE AV RATE R AT M & A et id . 27

7., 2024, (5): 86-91.

1

—

Nie J B. Al crime foresight and construction of artificial
intelligence investigation system. Public Security Research,
2024, (5): 86-91. (in Chinese)

2R ARKAIHRSGEASE HREEZL. AR®
iz, 2024, (2): 76-81.



ATEREL RS REHET _

Cheng L. The situation, challenges, and prospects of
generative artificial intelligence governance. People’s

Tribune, 2024, (2): 76-81. (in Chinese)

13 TR A, hath, o2 . ALK A A L #4098

PRI BB . A AR5 AUk, 2024, 46(4): 456-468.
Wang K L, Chen Y W, Xiong Y L. International comparison
and implications of regulatory policies and measures for
artificial intelligence. World Sci-Tech R&D, 2024, 46(4):
456-468. (in Chinese)

14 245 . AR B A FRA A T AL GG 3R06 269

FREIB SRR . T AALSH 5, 2024, (2): 112-124.

Li M. Exploration of international legal regulatory paths for
artificial intelligence risks global governance from the
perspective of a community with a shared future for
mankind. Ningxia Social Sciences, 2024, (2): 112-124. (in
Chinese)

15 R EHK, FFA& ALRBAANLE S FERAHKFT. F
FH R, 2024, (11): 23-25.

Xing Y Q, Luo Z J. Research on the practical teaching of
unmanned aerial vehicle policing in public security
universities. Defense Industry Conversion in China, 2024,
(11): 23-25. (in Chinese)

16 kAZ. CTufE ME&HRMFEEZMT. KA THhK
5, 2023.

Zhang Z Q. Study on Cooperative Governance of Telecom
Network Fraud in C City. Changchun: Jilin University, 2023.
(in Chinese)

17 FpAkAh, st A ALHRIBRESHEBUEHE L
B AL R% . HFER L %K, 2024, 44(15):
31-36.

Zheng Q W, Li Q J, Cheng X D. Al driving the

transformation of ideological and political education: Logic,

trends, and strategies. Theory and Practice of Education,

2024, 44(15): 31-36. (in Chinese)

18 P EZ&EBEMRLR, TEKREAMRKR. AIGC Kt & ik,

oy = SRR AR K AR X, 2023, (8): 6-29.

China Academy of Information and Communications
Technology, JD Explore Academy. AIGC empowers all
trades and fosters industrial upgrades. Big Data Time, 2023,
(8): 6-29. (in Chinese)

19 Tib. KEEF BBBAL LR EBALFH

% g A PAR AR B H L Bk ¥ e . B IF LR, 2024,
(4): 1-30.

Ding D. Big power competition, strategic stability and
governance cooperation—Characteristics, logic and strategic
impact of the US artificial intelligence multi security agenda.

International Observation, 2024, (4): 1-30. (in Chinese)

20 Tk, B, AR AT AL Ao AT & 275 L AAE & P

B #7 & e wAR, 2024-03-21(A5).
Yu B, Ying Y Q, Cheng D L. How Al should properly use
others’ works. China Press Publication Radio Film and

Television Journal, 2024-03-21(A5). (in Chinese)

21 A48 . 3 ATI5 RRAT IR F S04 FLRLAT 70 . 33 Y 22

KX 4,2021,
He L. Research on Criminal Responsibility of Crimes
Involving Artificial Intelligence. Bengbu: Anhui University

of Finance and Economics, 2021. (in Chinese)

22 R, RAE, AR, F AT R R LR G TATIE .

b FTAE MR KF F R CELHF ), 2024, 373):
162-174.

Yang J J, Zhang L H, Zhou H, et al. Artificial intelligence
law: Necessity and feasibility. Journal of Beijing University
of Aeronautics and Astronautics (Social Sciences Edition),

2024, 37(3): 162-174. (in Chinese)

417



_ L A\ITERESALRS

Research on artificial intelligence crime and

China’s countermeasures
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(Beijing Municipal Public Security Bureau, Beijing 100006, China)

Abstract The rapid development of artificial intelligence technology has constantly given rise to new scenarios, models, and
markets, changing the way information and knowledge are generated. Nevertheless, the security risks exposed by technology, such as
algorithm bias, data leakage, false content generation, and improper use, are also prone to trigger various new types of crimes. There
are still loopholes in legal regulation and technological prevention under the current situation, which poses severe challenges to crime
crackdown. In order to effectively meet the new challenges of China’s artificial intelligence (Al) crime, we should supplement and
improve the existing legal norms, improve the technical prevention ability, strengthen supervision and personnel training, expand the
scope of international cooperation, and steadily improve the Al crime prevention ability.
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